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1.1 Introduction

Botnets, hackers and computer malware are some of the symptoms resulting from the
vulnerabilities of software, systems and networks. Together, these and other forms of
algorithmic nuisance present challenges concerning the integrity of user data, privacy
and fraud. The devices that we use are becoming increasingly sentient and are finding
their way into our lives in smart ways through smart phones, wearables, smart cars,
smart home appliances and smart work environments. Consequently, these Internet
of Things (IoT) devices have also been confronted with the challenges posed by
malware. It might not be long before robots have their own social media accounts,
the smart fridge posts its contents online and a human and a bot meet for coffee
and embark on a sightseeing tour of a new town in a self-driving vehicle. Our current
networks are rapidly turning into massive online networks inhabited by human users,
software, firmware and software bots. But how well are our existing systems able
to scale up to the challenges and opportunities presented by such massive online
networks?

While user privacy and data fraud are well-known consequences of malware, the
ramifications of malware infections extend widely. This chapter explores the threats
that malware, specifically, botnets pose to the mining of cryptocurrencies. The reader
will be introduced to the history of botnet-inspired threats, operational mechanisms
of botnets and an in-depth look at significant botnets that have attacked cryptocurren-
cies. Botnets pose distinct security challenges to cryptocurrencies (such as currency
theft and clipboard hijacking), by targeting their command and control communi-
cations (C&C) framework, destabilizing their consensus protocols and attempting
to sway the decentralized architecture in favor of mining pools that employ higher
amounts of processing power, use of forks and attacks on cryptocurrency exchanges
[56, 57]. This chapter also looks at countermeasures in terms of detection, prevention
and thwarting. Finally, the chapter presents implications for growing cryptocurrency
usage and therefore, increasing exposure to various security threats, both organized
and unintentional, on botnet black markets, IoT devices and from unsuspecting users.

Cryptocurrencies face significant challenges to widespread adoption. One of
these challenges is that the mining for cryptocurrencies is computationally expensive.
A comparison of the energy consumption index for Bitcoin and Ethereum presents
interesting statistics [52]. The estimated annual global mining costs of Bitcoin are
90% of its global mining revenues, with a single transaction taking up 467 KWh.
In contrast, the mining costs equal the mining revenue for Ethereum, where a single
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transaction consumes 46 KWh. To put this in perspective, 100,000 Visa transactions
can be performed in the same amount of power that is used to perform a single Bit-
coin transaction. Still, the appeal of cryptocurrencies is rising steadily. This is due
to several factors. The distributed nature of currency generation ensures that any-
one in possession of a computer with modest processing power is potentially able
to mine for coins. The anonymity promised by currencies such as Monero (XMR)
is especially valuable to entities operating in the cybercriminal underground, or the
dark market. The low barrier to entry is rendered even more appealing by the rise of
cryptojacking software, which uses browser-based mining software, some of which
is potentially capable of launching malware attacks of greater complexity, such as
DDoS attacks and password cracking.

The rest of this chapter is organized as follows. Section 1.2 describes a general
overview of the consensus operation in cryptomining and describe how threats to the
consensus mechanisms could affect the cryptocurrency mining process. Section 1.3
presents information about prominent cryptomining botnets, and section 1.4 presents
countermeasures. Finally, Section 1.5 provides future directions and concludes the
chapter.

1.2 Overview of the Consensus Operation in Crypto-
mining

This section presents an overview of the consensus mechanism in cryptomining, and
significant threats posed by botnets to the consensus mechanism. From the initial
days of using botnets on IRC forum channels to their most popular use for spam
distribution, botnets have been used for distributed malware propagation. The dis-
tributed nature of botnets has found usage in cryptocurrency mining, since both bot-
net operation and cryptocurrency mining depend on anonymous, distributed transac-
tions. Anonymity is further emphasized in cryptocurrency frameworks where each
node is identifiable only by its IP address. This is in contrast to the framework in fiat
currencies, where transactions are required to be account-centric and identifiable for
traceability and fraud management.

The initial popular use of botnets for spam production began to wane around
the year 2013 due to several factors including better email filters, takedown of spam
botnets and legal and regulatory protections. Around this time, botnets were then
predicted to be increasingly used in cryptocurrency mining aided by the anonymity
offered by darknets [3, 40]. This prediction has come true, as recent research shows
that botnets used in cryptocurrency mining and crypto-based ransomware [61] out-
rank other botnet-based malware applications. Crypto-based ransomware encrypts a
user’s files and holds it encrypted until the user pays a ransom. The 2019 Internet Se-
curity Threat Report [65] presents, among other malware, statistics on ransomware.
This report showed that enterprise ransomware had increased by 12% and mobile
ransomware attacks were up by 33%. A notable ransomsware attack was the Wan-
nacry ransomware cryptoworm in May 2017 that exploited EternalBlue, an exploit



developed by the NSA for older, unpatched Windows systems. The Wannacry ran-
somware was the most widespread encryptor of 2017, and took on the dubious dis-
tinction of the Kaspersky lab’s ”Story of the Year” [64]. Other notable examples of
ransomware are CryptoLocker, SamSam and Petya which have targeted web servers
|65], operating system kernel files and enterprise software.

The costs of cryptomining are related to the work done in solving cryptographic
puzzles. Cryptocurrencies are validated by the consensus protocol, where other nodes
on the network perform the proof-of-work to solve a cryptographic puzzle. Tradi-
tionally, the computational power required to mine these cryptocurrencies has been
harnessed from mining-specific hardware, such as ASIC or GPU processors. ArtForz
|72] first appeared as a pseudonym in Bitcoin mining forums around 2010, where he
was among the first few developers to mine Bitcoin with his private code. Using a
network of 24 Radeon 5970s, dubbed the farm, ArtForz was purported to control
a quarter of the mining power at that time, while having mined approximately 4%
of the bitcoins available. He also used FPGAs and ASICs, much before ASICs for
dedicated mining operations were commercially available. However, a new breed of
computationally less-intensive mining exists, where the mining is performed through
in-browser files that execute the mining code. In-browser mining of cryptocurrencies
will be explained in detail in Section 1.2.2.

Work on the disruption of the consensus protocol was described in [7]. Such an
attack, termed the Goldfinger attack was studied, where the disruption of the consen-
sus protocol was motivated not only by the financial utility of the players but also by
their desire to introduce a hostile takeover through resource misappropriation such as
significant computational power or storage space. Another type of attack, called the
eclipse attack was studied in [23] on nodes with public IP addresses. A fundamental
assumption in blockchain is that of perfect information, where each node can observe
the proof-of work done by peer nodes. An eclipse attack impacts this assumption of
perfect information by empowering an attack on all the ingoing and outgoing con-
nections of a node to its peers. Thus, it effectively isolates a node, thereby influencing
its view of the proof-of-work done by its peer nodes and subsequently the consen-
sus protocol, which enables transactions to be marked as verified and stored on the
blockchain. The study focused on attackst originating from infrastructure (ISP, en-
terprise, and similar domains with contiguous 1P address blocks) as well as attacks
from botnets which contain IP addresses from diverse blocks. They showed that their
experimental botnet eclipse attacks were more efficient than infrastructure-based at-
tacks, since an attacker needed far fewer nodes in botnets (approximately a tenth of
the number of infrastructure-based attacks) to eclipse a target victim.

1.2.1 Browser evolution and adaptability for cryptomining

Since cryptomining code runs in the browser, a brief step back into browser evolution
and its current capabilities is in order. This section presents an overview of browser
capabilities that can be harnessed for botnet-based attacks, ranging from the more
popular attacks such as cryptojacking to others such as clipboard hijacking.



HTML, CSS, JavaScript, HTMLS

The first version of HTML was developed by Tim Berners-Lee in 1993. Since then,
HTML has evolved from being a simple mark-up language containing only 18 ele-
ments in its first version to becoming the foundation on which cores, apps, scripts
and frameworks are built. The introduction of JavaScript, a scripting language for
application programming on the Web developed by Brendan Eich in the mid-90s,
created an avenue for developing interactive web pages. Together with HTML and
CSS, Javascript has emerged as a core technology for web development that could
be used on server and client machines. HTML has since undergone substantial re-
visions.Aided by the Internet Engineering Task Force (IETF) and World Wide Web
Consortium (W3C) standards, HTML is currently in its 5th version. HTMLS35, re-
leased in 2014, allows for application programming interface (API) support and al-
lows for cross-platform mobile applications. JavaScript also provides support for
Web workers that allows scripts to run in threads in the background without affecting
webpage performance.

Cross Origin Resource Sharing (CORS)

One of the tools in HTMLS5 and JavaScript that supports interoperability between
domains and enables API support is the Cross-Origin Resource Sharing (CORS)
feature. CORS allows websites on different domains to share data and enables com-
munication between servers and client browsers for data requests. CORS allows for
mechanisms to override the same-origin policy, thus enabling web browser scripts
from one page to offer access to data from another page even if they do not have the
same origin. (Origin is defined as a combination of URI scheme, port number and
host name). Same origin policy was also one of the limitations of JavaScript Web
workers, however, CORS has offered an ingenious work-around to the problem of
same-origin policy. CORS and Web Workers together allow for cross-domain work-
ers through the creation of intermediate pseudo-JavaScript formats called blobs. A
detailed description of Web worker operation is found on the Mozilla Developers
Network (MDN) documentation website. The capabilities of background operation
without interrupting website performance offered by Web workers, cross-domain
data sharing and the ability to work with APIs have provided a fertile landscape for
distributed cryptomining operations. Users who visit a site, knowingly or unknow-
ingly, perform the proof-of-work operations required for mining cryptocurrencies
over the duration that the page is loaded in the browser. Stealthy tactics, such as
pop-unders, which open additional browser windows that hide under the Windows
taskbar behind the clock are not easily detected. These pop-under windows have the
potential to stay open indefinitely, while also using up CPU cycles for mining cryp-
tocurrencies. Some of the pop-under windows persist beyond clicks on the X icon
to exit the browser, leaving the only recourse for exit to the Task Manager. More
evasive cryptomining botnet code has been developed with advanced anti-detection
techniques, where the mining operations are file-less (running as native applications,
not injected code) and are able to kill other cryptomining processes found on the
system |[69].
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Figure 1.1: Affordances of contemporary web development frameworks that sup-
port cryptomining.

Other features of modern web technology have aided the rapid spread of crypto-
mining capabilities. WebAssembly, abbreviated as WASM, is one such standard de-
veloped by the W3C group. The modern Web platform can be thought of as having
two parts: the Virtual Machine (VM) and the API collection. The VM runs the code
of the Web application and the API collection offers tools to control webpage func-
tionality. Traditionally, the VM has only been able to load JavaScript code, however,
WebAssembly offers a way to run application code from any language on the web
browser through a compact binary format. The advantages it offers are numerous:
speed of running native apps, improved performance, portability and interoperabil-
ity. Although WebAssembly enforces same-origin policies, CORS and Web workers
in conjunction with WebAssembly have created a versatile platform for cryptomin-
ing operations. This platform leverages the power of distributed computing using the
browser. A detailed analysis of WebWaorkers is provided in [46], where the authors
develop cost models for various kinds of Web worker attacks, including cloud-based
attacks and botnet-attacks. The applications of Web workers studied in [46] include
browser-based password cracking, and cryptocurrency mining, and DDoS attacks.
Web sockets, another feature of modern browser technology, offers full duplex com-
munication between the browser and server on TCP. Web sockets also allow browsers
to facilitate secure data exchange without having to poll the servers for responses.
Figure 1.1 depicts the significant aspects of contemporary web development frame-
works that support cryptomining, and are being utilized for botnet-enabled threats to
cryptocurrency mining.

The concurrency afforded by Web workers, and the convenience of browser plu-



gins like TamperMonkey install scripts that allow Web content to be modified on
the fly have created an environment that is conducive to browser-based distributed
mining of the likes of Monero. Created in 2014, Monero is an open-source cryp-
tocurrency that uses an obfuscated public ledger that blocks the source, destination
and amount of the transactions. This untraceability afforded by Monero, as opposed
to the transparency offered by Bitcoin, has been one of the key factors in its popu-
larity. As of early 2019, Monero is the 9th largest cryptocurrency based on market
capitalization.

1.2.2 Cryptojacking

In cryptojacking, also referred to as drive-by mining, in-browser mining executable
files run, usually without the consent of the client machine and the corresponding
payoff is delivered to the website. These executables are generally JavaScript files
or WebAssembly modules that infect web servers and are enabled by third-party
libraries, browser misconfigurations or advertisements [32]. In doing so, the compu-
tational resources of the user machine running the browser are leveraged when the
user visits the website, and has the ability to render such client machines into bots
for a botnet.

Command and control (C&C) architectures are the backbone of these botnet op-
erations. Aided by the Internet Relay Chat (IRC) protocol, a C&C server sends com-
mands to malware-infected machines which are then capable of launching DDoS
attacks, data manipulation and malware propagation. The IRC protocol is a text-
based protocol that allows clients in various topology configurations to connect to a
server over communication channels. Botnets can also use the HTTP protocol [50] as
a means for C&C communication. In |21], the authors describe two frameworks of
C&C communications. The push framework contains bots that wait for commands
from the C&C server, i.e. the server pushes the commands to bots in real-time. IRC-
based bots fall into the push category. The pull framework consists of servers that
store commands in a file, and bots check back at later times to retrieve and execute
the commands, i.e. the bots pull the commands from a file stored in the C&C server.
Most HTTP-based bots fall into this category of botnets that do not adhere to real-
time botmaster control.

Coinhive was one of the first platforms to offer browser-based cryptomining. The
work in [14] details the cryptojacking activities powered by Coinhive [68], a legit-
imate framework for browser-based mining that provides developers with APIs and
is geared toward optimized performance by browser-based mining. Browser-based
cryptomining is in contrast to GPU or ASIC-based mining, which are able to use
more computationally-intensive resources for completing the proof-of-work compo-
nent of mining cryptocurrencies. The cryptomining operation in Coinhive enables the
creation of unique IDs called site-keys in Coinhive. These site keys map to miners
and are therefore used to link rewards for the mining operation. Multiple site-keys
can map to the same wallet [42], thus botmasters are able to leverage the computa-
tional power of multiple browser sessions across distributed IP addresses to mine for
rewards.



Cryptojacking raises several issues related to the abuse of user consent, compro-
mise of user machines by transforming them into bots and profit models of complicit
websites hosting the JavaScript executables that run mining scripts. Additional issues
include breach of existing browser, network and cloud configurations as well as the
ubiquitous problem of botnet-powered payload and loot. To mitigate the problem of
user consent for in-browser mining, Coinhive launched AuthedMine, which asks for
user consent prior to using the computational hashing power of the users machine.
Coinhive receives 30% of all Monero currency that is mined, with the other 70% sent
to the cryptocurrency wallet that is associated with the mining account. These pay-
ments are made even if the mining is carried out without the users consent. Thus, even
though Coinhive is a legitimate distributed mining utility providing a valid source of
revenue in lieu of ads on webpages, it often surfaces on hacked websites. A do not
mind HTTP header has also been proposed but has not been widely adopted due to
lack of mandatory rules on enforcement.

Coinhive targeted Monero, a cryptocurrency that enjoys popularity on dark-web
markets and is typically used to trade with alternative cryptocurrencies (for exam-
ple, exchanging Monero with Bitcoin). The payoff of cryptojacking with Coinhive
is divided between the developer and the website. Monero uses the CryptoNight and
the CryptoNote algorithms [62]. CryptoNight was developed to be compatible with
the computational resources of CPUs, as opposed to the computationally-intensive,
mining-friendly ASICs. CryptoNote, used in Monero and ByteCoin, offers the added
advantage of anonymity due to ring signatures, an algorithm that prevents accurate
pinpointing of the details of a transaction, while only allowing transactions to be
traced to a group.

Although browser-based cryptomining is less computationally-intensive than
GPU or ASIC-based mining, it still has the potential to consume higher than usual
amount of resources. This tendency to use more resources also lends itself to detec-
tion of cryptomining activity. Due to the increased usage of computational resources
by drive-by mining software, it is possible to build a profile of resource consumption
that can lend itself to predictive modeling for future attacks. However, Coinhive and
similar other miners have now evolved to a point where they are able to restrict CPU
usage, so as to avoid triggering alarms about possible mining activities based solely
on pattern matching algorithms.

A summary of the operational details of bitcoin-mining bots is presented in [27].
Three categories of mining activity are summarized direct mining, proxied mining
and dark-pool mining. In direct mining, a botmaster distributes the mining executable
inside a wrapper script that contains the specified parameters to be mined. This exe-
cutable is made available as Trojans inside external applications, which are deployed
with the botmasters credentials. Thus, a large number of bots in the botnet are min-
ing and delivering the cryptocurrencies directly to the botmasters account. Proxied
mining, on the other hand, uses a proxy server deployed by the botmaster. The proxy
serves to hide the addresses of all the bots and appears as a single powerful miner.
It also requires the additional costs of installing and maintaining the proxy server.
In dark pool mining, the botmaster maintains a mining pool that participates in the
mining of bitcoins on the Bitcoin peer-peer network.



Further analysis of the operational costs and revenues of botnet-powered mining
activities is presented in [27]. The life cycle of a botnet, with an emphasis on the
economic impact of botnets is presented in [70]. Profit analysis of cryptomining is
also presented in [32]. Cryptomining by loT devices has been studied in [43] and
149]. In [43], the authors posit that botnets of thousands of smaller loT processors
could be instrumental in mining altcoins, where the hashing power required to mine
a block is not computationally expensive. Thus, 10T devices could be used not just
to mine alternative cryptocurrencies, but also for creating platforms for launching
DDoS attacks, distributing spam and stealing credentials. The work in [15] details
the use of IoT devices in enabling and propagating a DDoS attack using the Mirai
malware. Studies on the profitability of cryptojacking versus ad impressions from a
publishers perspective have been performed in |47], where the authors determined
statistics on the criteria for profitable cryptojacking, the impact of in-browser min-
ing on the energy consumption and computational resource consumption, as well as
revenue generation for the publisher.

A recent study has shown how remote frameworks with C&C architectures can
be used in cryptomining. In [48], the authors present MarioNet, a framework with
a remote command and control environment for browsers and using them to engage
in activities such as cryptomining, DDoS and password mining. MarioNet is config-
ured to withstand tab crashes and browser shutdowns, while being robust across dif-
ferent browser platforms. The authors present three properties for robust operation:
isolation (independent from the browsing session thread for optimal performance),
persistence (ability to control browser for longer than a short browser session) and
evasiveness (ability to execute cryptomining in stealth).

In addition to cryptomining using browsers and loT devices, cryptomining soft-
ware has been found in the form of apps distributed through the Google Play store
for mining litecoin, dogecoin and casino coin. Work in [71] presents a detailed anal-
ysis of building botnets using free cloud-based services by abusing the development-
environment-as-a-service paradigm. A first step toward using these services to create
bots is by generating scripts to enable automatic registration. The resulting botnet can
be shown to enable DDoS attacks, distributed password attacks and network scans as
well as cryptocurrency mining. Referring fake friends lets the botnet amass unlimited
storage space. The next section presents specific attacks posed by cryptocurrency-
mining botnets.

1.2.3 Cryptocurrency theft, clipboard hijacking and other at-
tacks

In addition to cryptojacking, other botnet-based cryptocurrency attacks have been
noticed. In 2014, the Pony botnet software |54 was linked to the theft of more than
$200,000 in cryptocurrency wallets of about thirty different currencies such as bit-
coin, dogecoin and litecoin. The Pony software was activated by clicks on suspicious
links or spam software which was hidden inside executable files. Once activated, it
avoided detection by antivirus software and was able to access the wallet.dat files on
users computers. Another attack related to cryptocurrency theft is clipboard hijacking



|67]. Clipboard hijacking exploits the fact the long cryptocurrency wallet addresses
made up of alphanumeric characters are difficult to remember. Users copy and paste
this information on a clipboard. The ComboJack malware |63], which gets installed
by clicking on an infected attachment, scans the clipboard every half second and
scans it for wallet addresses. Once a wallet address is detected, CombolJack replaces
it with a hard-coded wallet address belonging to the attacker. The unsuspecting user,
in the meanwhile, returns to the clipboard and pastes the address inserted in the clip-
board by CombolJack. A Kaspersky Lab report showed that attackers stole roughly
$10M worth of Ethereum using social engineering tricks such as fake websites and
phishing emails.

Attacks on cryptocurrencies have also exploited vulnerabilities in the underlying
structure of the Internet. An analysis of bitcoin attacks using the routing architecture
of the Internet was presented in [5]. These routing attacks involved the BGP routing
protocol, which is used to store and broadcast route information between neighbor
networks. Since BGP does not check for the validity of broadcasted route announce-
ments, it was exploited to inject fraudulent route information from an autonomous
system (AS) to intercept and send traffic to the wrong destination. This kind of attack
is called BGP hijacking, and was shown to enable node and network-wide attacks by
isolating portions of the network (partitioning attack). BGP hijacking was also able
to slow traffic and thereby propagation of blocks in the bitcoin protocol toward other
nodes (delay attack). BGP hijacks are prevalent in network traffic resulting in thou-
sands of attacks every month, and specifically causing up to hundreds of events ev-
ery month. However, since cryptocurrencies use a consensus mechanism to approve
transactions and encode blocks, attacks such as the BGP attack have a particularly
strong impact on cryptocurrency mining.

1.3 Prominent cryptomining botnets

This section presents a list of several botnets that were chosen for their technical
complexity, diversity and impact. Additionally, botnets targeting websites, mobile
devices and loTs are also profiled.

ZeroAccess botnet

The ZeroAccess botnet, first appeared in 2011, is the largest known botnet that uses
P2P mechanisms for communication. Although initially used to download a payload
for bitcoin mining, the newer version uses ZeroAccess for click fraud. The distributed
P2P command and control architecture creates redundancy; however, it also ensures
that there is no central command and control mechanism that can be taken down
to shut down botnet operations. Although many variants of ZeroAccess exist, the
most prevalent version is the Type II version that uses UDP to load malware payload
modules on the users computer. The malware is able to distinguish between 32-bit
and 64-bit computers, and earlier versions were able to download both the bitcoin
mining module and the click fraud module. The bitcoin mining module has been



phased out in favor of the greater revenue generated by the click fraud module that
generates artificial clicks for advertisements and makes these clicks appear as if they
are legitimate clicks. The bitcoin mining module of ZeroAccess, titled Network #1,
has a file that links to a Upfinex (UPX) decentralized exchange and wallet platform,
while also generating signatures for authenticity. In test computers, it was observed
that the profitability increased exponentially when the bitcoin mining operation was
conducted on a network of infected computers instead of on a single computer. The
test operation revealed that, at the BitcoinUSD rate of 131, the potential benefits of
bitcoin mining using ZeroAccess were less than 50 cents a day for one computer,
versus thousands of dollars a day for a botnet. In contrast, the click fraud operation
of ZeroAccess was more profitable, resulting in potentially tens of millions of dollars
a year.

Smominru botnet

In early 2017, a group of hackers called the Shadow Brokers released a gigabyte
worth of software exploits developed by the NSA. One of those exploits was Eternal
Blue, which targeted vulnerabilities in the Windows servers, specifically the Server
Message Block (SMB) protocol, a network file sharing protocol. With a worm-like
ability, infected machines were capable of exploiting the vulnerabilities in other con-
nected Windows machines, leading to rapid infection. The Smominru botnet, pow-
ered by the Eternal Blue exploit, turned infected machines mostly Windows servers
- into cryptominers [45]. At its peak, the Smominru botnet had infected 526,000 ma-
chines and had generated roughly $2.3 million in cryptomining revenue. The Eternal-
Blue exploit was also leveraged in WannaMine, launched by clicking on a fraudulent
link [44]. WannaMine used a credential harvester called Mimikatz, which if unsuc-
cessful resulted in the use of EternalBlue. Although it uses EternalBlue, WannaMine
connects to a different mining pool with different servers and is file-less, making de-
tection by antivirus harder. Similar rapidly-spreading botnets include Dofoil [33], a
cryptomining application for mining Electroneum, where the botnet spread to half
a million computers in less than 24 hours. Dofoil used a combination of spawned
processes, thereby tricking the process manager into believing that the original pro-
cess was running (process hollowing). This resulted in modification of the Windows
registry and connection to a remote command and control architecture. Dofoil was
then able to infect a large number of computers while being able to resist detection.

Adylkuzz

Another widely spread malware using Eternal Blue is the DoublePulsar malware,
that provides a covert channel through which kernel code can be executed for a va-
riety of applications. The Adylkuzz mining botnet uses both EternalBlue and Dou-
blePulsar by determining the public IP address, cryptomining instructions for Mon-
ero and clean up tools. Infection by Adylkuzz had an interesting side effect: Adylkuzz
worked as a backdoor and closed the doors behind it to prevent further exploitation
of the SMB vulnerability. Thus, machines infected with Adylkuzz were protected
from Wannacry, a bitcoin ransomware cryptoworm that also leveraged the Eternal-



Blue vulnerability. Unlike Wannacry that was linked to three hardcoded bitcoin wal-
lets, Adylkuzz created numerous wallets over time that resulted in small amounts of
revenue |78].

1.3.1 Botnets targeting mobile apps

Although mobile devices do not traditionally possess the computational resources
required for cryptomining and thereby result in insignificant revenues, cryptomin-
ing software has made its way to mobile apps [20]. Examples include Google Play
apps such as Recitiamo Santo Rosario Free (designed to help users pray the rosary),
SafetyNet Wireless App (designed to produce discounts) and in repackaged versions
of popular apps such as Football Manager Handheld (an app for European soccer
club player management) and Tuneln Radio (an app for free Internet radio), Songs
and Prized. The mode of operation is to use software such as Androidos CPU Miner
(Songs, Prized, Football Manger Handheld, Tune In Radio) and Androidos JS Miner
(Recitiamo Santo Rosario Free, SafetyNet Wireless). In the JS Miner software, the
apps load the Javascript library from Coinhive, whereas with the CPU Miner soft-
ware, the apps are repackaged versions of legitimate apps that are infected with
CPU mining code. Another significant cryptomining operation that had not been dis-
tributed via Google Play but discovered by Kaspersky Labs researchers is Loapi [ 12],
that downloads a Monero cryptocurrency miner that overheats the phone components
and destroys the phone. Dubbed as a jack-of-all-trades for its ability to perform cryp-
tomining, launching DDoS attacks, inject ads and ability to hide under the logos
of antivirus solutions and porn sites, Loapi is capable of boosting ratings for ads,
directing SMS messages and subscribing users to paid services. Other seemingly
innocuous apps discovered on Google Play include wallpaper apps that contained
BadlLepricon, a bitcoin mining malware, that was used to mine dogecoin and lite-
coin, with careful consideration on throttling resource usage [24]. These apps used a
Stratum proxy to control which nodes were used for mining, where the coins were
delivered, and was designed to run when the display was turned off and the battery
level was above 50%.

1.3.2 Botnets targeting websites

Cryptomining software has been found on a variety of sites including WordPress
[10], CBSs Showtime [37], live chat and help widget [13], government websites
[17], Bittorrent distribution sites [ 19]. Mining software was discovered in the public
WiFi offered by Starbucks at a Buenos Aires location, where users were given a ten-
second delay on connection, during which time the computers were mining Monero
[35]. Monero mining software has also been found on the desktop version of Face-
book Messenger [2]. Potential mining activity has been found in gaming software
distributed through Steam, an online gaming distribution portal [31], and in gaming
software updates [38]. Vulnerabilities in the Drupal Content Management System
(CMS) that powers millions of websites, were exploited for mining Monero in what
came to be known as Drupalgeddon 2, where public servers were forced to down-



load and mine cryptocurrencies [1]. Botnets have also been found disguised behind
reverse proxy networks, where users were able to connect to servers behind fire-
walls, or those without public IP addresses [11]. However, not all mining software
is distributed through covert channels. XMRig, a high-performance miner advertised
with official Windows support is freely available for both the ASIC and GPU opera-
tions. XMRig is designed to mine Monero and avoids detection by shutting down as
soon as Task Manager is opened. Modified versions of XMRig are available, includ-
ing WaterMiner which was discovered in a repackaged version of Grand Theft Auto
mods, a popular video game utility. WaterMiner was designed to cease mining during
computer scans and debug operations, resulting in high usage of gamers processing
powers for cryptomining activities [ 18].

1.3.3 Botnets targeting loTs

Botnets have also made their way to 10T devices. The Mirai botnet [55] targeted
insecure [oT devices, while avoiding device addresses linking to GE, HP or the
US DoD. It scanned the Internet for big blocks of open Telnet ports and used de-
fault user ID/password combinations to gain control of closed-circuit TVs, DVRs
and routers in one of the biggest loT-powered attacks. Although initially Mirai was
used to launch DDoS attacks, recent variants of Mirai include bitcoin mining mod-
ules [39]. A range of solutions for botnets targeting IoTs have been studied. In [60],
the authors present strategies focused on intrusion detection systems (IDSs). Given
the geographically distributed natures of IoT devices, the authors study placement
of IDSs in three architectures: distributed, centralized or hyrbid. In the distributed
architecture, IDSs are placed in every physical object, compared to the centralized
architecture, where an IDS is placed in a centralized location such as the border router
or a dedicted host. Several hybrid approaches have been surveyed, such as the use of
clusters and building a backbone of monitor nodes. The IDS operation for detecting
botnets has been surveyed in four categories: signature-based detection, anomaly-
based, specification-based and hybrid. The authors also study the security threats
faced by 10Ts, in particular, routing attacks, Dos attacks and man—in—the-middle at-
tacks. Anomaly-based botnet detection techniques have also been studied in [59].
Here, the authors proposed unsupervised learning models with reduced feature—set
sizes with the aim of decreasing computational resources. Neural-network based ap-
proaches have also been studied in [66], where the authors propose a dense random
neural network architecture for detection of DoS attacks as well as Denial-of-Sleep
attacks. Empirical results from packet-capture software have shown that the proposed
neural network architecture is effective in detecting ongoing attacks against loT gate-
ways. Work in [58] describes the use of autoencoders as fully automated stand—alone
encoders in detecting botnet malware. The authors propose the use of an autoen-
coder for each IoT device, where the autoencoder is trained on the benign traffic data
at the device.An autoencoder is a neural network that can reconstruct its input after
compression. Failure to reconstruct the input is considered a failure, and therefore,
is an anomaly in this model. Anomaly models are built for each device separately.
Empirical data evaluated from using autoencoders against the Mirai and Bashlite bot-



net malware in this work has shown promising experimental results, including high
probability of attack detection, lower false alarm rate, and low detection time.

Although the bulk of this chapter focuses on botnets targeting cryptocurrencies,
these attacks may be carried over into other domains, such as health and medicine,
finance and education. A recent study offers a look at two crucial sectors in infras-
tructure that might be easily targeted through open-source intelligence: water and the
energy sectors [25]. In this detailed report, the authors name several attacks aimed
at modifying the amount of chemicals added to water treatment plants, dam con-
trol, power grids and other water and energy industries which were carried out by
cybercriminals.

1.4 Countermeasures for cryptomining botnets

This section will focus on countermeasures for cryptocurrency mining botnets.
Proactive and reactive countermeasures for botnet operation will be examined. These
countermeasures will be examined categorically along the lines of proof-of-concept
approaches, experimental approaches and viable protocols that have already been de-
ployed as countermeasures. The countermeasures described in this sections fall into
four categories: profiling, secure web development frameworks, software engineer-
ing, and social frameworks, as shown in Figure 1.2.

1.4.1 Profiling

This category of countermeasures falls along the lines of signature-based detection.
Cryptomining software exhibits certain characteristics that impact the client ma-
chine’s hardware. Together, the software and hardware impacts are used to develop
software profiling and hardware profiling countermeasures.

1.4.1.1 Software profiling

Unusually high CPU usage and presence of traditional mining software (WebAssem-
bly, WebWorkers) has been shown to be effective in the detection of cryptomining
software on websites. In [77], the authors propose a semantic inline script moni-
tor called SEISMIC (SEcure In-lined Script Monitors for Interrupting Cryptojacks)
that detects incoming WASM binary programs, changes their profile during execu-
tion and warns the user about cryptomining software in the website. The user is then
given the option to opt out (halt the script) or opt in (continue mining). The use of free
cloud services to create botnets can be mitigated by enabling multiple authentication
mechanisms such as the use of an email address, CAPTCHAs including puzzles,
phone/SMS and credit card details. Other proposed countermeasures include analyz-
ing Sybil accounts, creation rate of new accounts, and flagging of accounts with new
domain names.

Software profiling by analyzing code is another countermeasure for detecting
botnet activity intended for targeting cryptocurrencies. In [32], the authors propose



MineSweeper, a range of techniques that target cryptomining activity that has been
obfuscated in varying levels of severity. MineSweeper employs algorithms that look
for core cryptographic operations (shift, XOR, rotate), bytecode of specific hashing
algorithm primitives and CPU cache usage.

Countermeasusres ;
for cryptomining Proﬂllng Software profiling

botnets
Hardware profiling

Secure web development  Backlsts and whitelsts
frameworks Adstripping/blocking browse tools

Content Security Policy

Software Engineering Pt
Reverse Engineering

Network hardening
Social frameworks LAghiion and prchs

Open Source Intelligence (OSINT)

Figure 1.2: Categories of countermeasures for botnet-enabled cryptomining,.

1.4.1.2 Hardware profiling

Hardware profiling, by evaluating microarchitectural execution patterns, has been
proposed in [74] as a countermeasure for detecting cryptomining. Based on the
premise that mining and non-mining application produce differing CPU/GPU
signatures, the authors propose MineGuard for detecting mining activity on
cloud/enterprise platforms. In [82], the authors use a network theory approach for
bot detection on the Ethereum network. Based on the premise that the duration be-
tween transactions on a network follows the power law distribution (as observed
in networks with human agents), any non-human activity, for example, bot activity
should be detectable based on the deviation from the power law distribution.

1.4.2 Secure web development frameworks

Existing flaws and loopholes in web development frameworks have led to ex-
ploitation by malware. This category of countermeasures proposes the use of
whitelists/blacklists, adstripping and blocking in existing browsers, and development



of new browsers and profitability models. The use of headers such as the Content Se-
curity Policy (CSP) header is another proposed mechanism that blocks cross-site
scripting attacks.

1.4.2.1 Blacklists and whitelists

In March 2018, the US Department of Treasurys Office of Foreign Asset Control
(OFAC) published new guidelines about virtual currency compliance obligations.
The OFAC has maintained a list of Specially Designated Nationals and Blocked Per-
sons List (SDN). This list contains a list of individuals and organizations that partic-
ipate in illegal activities, and with whom US persons are prohibited from conducting
transactions. The OFAC announcement from March 2018 now allows the addition of
individuals and entities associated with digital currency identifiers to the SDN list.
Individual users can use browser extensions such as No Coin, that works with the
Chrome, Firefox and Opera browsers to block CoinHive and similar cyrptojacking
software in websites. It also gives users options to whitelist a particular miner and
allow it to run.

MinerBlock is another Chrome extension that uses a two-pronged approach to
blocking mining scripts. It works by using the traditional approach of blocking min-
ing software associated with blacklists, and is also capable of detecting potential min-
ing behavior inside loaded scripts and killing them immediately. CoinBlockerLists
maintains a frequently updated list of websites associated with cryptomining, and
offers this list in various formats for integration with existing website anti-mining
solutions.

1.4.2.2 Adstripping browsers and blocking mechanisms

Ads have emerged as a popular way to distribute cryptomining software and have
been found in Googles DoubleClick ads and YouTube ads. The introduction of cryp-
tojacking software, first popularized by CoinHive has made it possible for publishers
and advertisers to make for shortfall in advertising revenue by using ads for cryp-
tomining. Some websites (Salon, Pirate Bay) are taking a different approach to the
ads versus cryptomining debate by presenting users with an option: Would you like
to watch our ads or would you rather spare CPU cycles for cryptomining? Different
solutions have been proposed to this challenge. Adstripping extensions on browsers
such as Silent Site Sound Blocker and uBlock Origin are two of many freely avail-
able tools that target different aspects of the web browsing experience in addition
to blocking ads. For example, Silent Site Sound Blocker for the Chrome browser
blocks ads that run in webpage corners when the site is loaded. Magic Actions is
another ad stripping extension that works on Chrome, Firefox and Opera browsers
that suppresses ads on YouTube, disables the comments and presents clear selections
for controlling the volume and resolution.

A novel approach to the challenge of advertising revenue, user preferences and
privacy has been offered in the form of a Basic Attention Token (BAT). Developed
by the team that developed JavaScript and Firefox, the BAT is an Ethereum-based
digital token that eliminates the middlemen in the digital advertising spaces. Users



are rewarded for their attention in the form of BAT and publishers receive a majority
of the ad revenue that was previously lost to bots and middlemen, and advertisers
are able to obtain superior data analytics. The BAT currently works with the Brave
browser, and open-source web browser that blocks ads and trackers, while also en-
forcing the HTTPS protocol. The Brave browser monitors users activities and the
data is stored on a distributed ledger. Advertisers send ads in the form of smart con-
tracts to the browser, which are unlocked when a user views the ads who then gets
rewarded in BATs. BAT can be spent in the browser for premium articles, donations
and other in-browser transactions.

1.4.2.3 Content Security Policy (CSP)

Content Security Policy, first proposed in [73], was developed as a solution to miti-
gate the impact of attacks against Web Application Vulnerabilities using Cross Site
Scripting (XSS) and Cross Site Request Forgery attacks (CSRF). XSS and CSRF
attacks work in bidirectional modes of trust exploitation - CSRF attack is a con-
fused deputy attack that exploits the trust that a site has in a users browser, while
XSS attacks exploits the trust that a user has for a site. XSS attacks typically involve
the injection of malicious code into web applications. Examples of CSRF attacks
including changing user information, adding items to the cart, unauthorized money
transfers and other such user activities that could be performed on reproducible links
[81]. The use of CSP headers allows website owners to declare approved origins of
files using specific directives to block content, and with verification that the content
delivered has not been manipulated (request-sri-for). Using a whitelist approach, the
sri and other similar directives in CSP (default-src, connect-src, etc.) can be used to
detect and block cryptojacking operations.

1.4.3 Software Engineering

This category of countermeasures presents a holistic view of threat modeling and
management. Tools such as patching, reverse engineering of attacks and network
hardening are described in this section to offer proactive mechanisms to assess exist-
ing vulnerabilities, model threats and mitigate their impact.

1.4.3.1 Patching

Security patching has been an integral part of the software lifecycle management
and computer security protocols to protect systems and users from system vulnera-
bilities and exploits. The EternalBlue exploit, developed at the NSA and leaked by
the Shadow Brokers, was patched by Microsoft in the MS17-010 patch. This patch
resolves the vulnerability in the SMB protocol that allowed remote code execution.
As hackers divert more of their resources toward cryptomining and DDoS attacks, it
has been shown that patching still remains an effective tool to counter cryptomining
attacks [51].



1.4.3.2 Reverse Engineering

Studies have been conducted in the creation of botnet-like networks that could attack
cryptocurrencies. In [4], the authors provide a framework for ZombieCoin, that uses
the distributed, verifiable, cryptographic transformations offered by Bitcoin to cre-
ate a mechanism that enables the command and control architectures instrumental to
botnets. The botmaster generates a public-private key pair and an instruction set that
can be decoded by individual bots. The infection mechanism may be trivial (such as
advertisements containing links), which can be activated by clicks and then can be
used to infect the machines of unsuspecting users. These machines are then trans-
formed into bots, which can be used to deliver information (such as financial data,
passwords) or propagate spam, phishing and DoS attacks.

A range of possible solutions for ZombieCoin have been proposed. These include
rapid response from ISPs to block sites that host rendezvous points for botmasters
and collaboration with law enforcement to detect and mitigate the impact of such
blockchain polluters [28]. Other approaches described include the employment of
honeypots deployed by whitehat hackers. These honeypots function as sybils and
disrupt the economic relationship between bots and the botmaster. For example, these
machines may join the botnet and create multiple clicks for ad impressions without
generating revenue for the botmaster.

1.4.3.3 Network hardening

The eclipse attacks presented in [23] described a method to isolate victim nodes,
wherein attackers monopolize all the incoming and outgoing connections of a node
thereby disrupting the assumption of perfect information. Several countermeasures
were proposed to harden the network against such attacks propagated by botnets,
with an emphasis on limiting and testing new incoming connections, tracking of
known and new connections, random eviction of connections from the tables that
store known and new connections, banning unsolicited addresses, and increasing the
size of the tried and new tables. Some of these countermeasures have now been in-
corporated into the Bitcoin infrastructure through a software upgrade.

Counterattacks to the BGP attacks described in [5] are based on increasing the
diversity of connections. Since mining pools use multiple gateways hosted (homed)
by different ISPs, the degree of multihoming provides a measure of additional secu-
rity against BGP attacks. The authors show that using encrypted traffic, incorporat-
ing the use of VPNs and deliberate refresh of network connections (network churn)
are some of the countermeasures to BGP hijacks. Additionally, network monitoring
statistics such as the round-trip time, sudden changes in node connections and the
use of distinct channels for control and data have been suggested as effective tactics
for countering BGP hijacks to the bitcoin network.

While most of the attacks against the Bitcoin ecosystem focuses on external threat
actors such as botmasters launching cryptomining, [34] studies attacks on the Bit-
coin ecosystem by framing it as a problem of one or more mining pools that are set
to achieve maximum utility by potentially undermining the utilities of other min-
ing pools. The authors in [34] used a game-theoretic approach to study the strategic



choices of mining pools in launching attacks against other pools. In the case of Mar-
ioNet [48], several strategies have been proposed for countermeasures, including the
use of blacklists and whitelists, user permission criteria and restrictions on Web-
Workers by disabling their services and limiting their active time in proportion to
browser session duration.

1.4.4 Social frameworks

The countermeasures described thus far fall along the spectrum of technical measures
for proactive and reactive botnet-based threats. Recent studies have shown that so-
cial frameworks are valuable sources of information about threat sources. This kind
of information, called open source intelligence (OSINT) is found on popular web-
sites, message boards, forums and social media. OSINT can be mined for a trove of
information about cryptocurrency activity and threats. Additionally, the role of poli-
cies and legislation is crucial in determining the scope of legal activities concerning
cryptocurrencies.

1.4.4.1 Open Source Intelligence (OSINT)

In addition to the technical countermeasures to cryptocurrency mining discussed in
this section, a computational social scientific approach for coin success presented in
|30] could be used for attack prediction. Here, the authors analyzed discussions in on-
line forums to infer the role of discussion and the resulting hype around certain kinds
of cryptocurrencies as a viable predictor of the potential success of certain kinds of
coins. Similar tactics combining social network data, discussion forum conversations
and other network science approaches to infer attack modes and operational mech-
anisms of botnets employed in cryptomining. An analysis of the frequency of men-
tions of cryptocurrencies and its correlation with the price of bitcoin was performed
in [6]. Similar other detection tools based on bot activity on the C&C channels was
used to build tools such as BotSniffer [21], where the authors studied the crowd-like
behaviors of bots in a botnet responding to commands or generating messages for
botnet detection. Another such bot detection tool was developed in [16], where they
develop BotDet that detects bot activity based on malicious IP addresses, SSL con-
nections, domain detections and Tor connections. A summary of current bot detection
software is also presented in [16].

A similar detection technique was used in [42], where the authors conducted ad-
ditional statistical analysis on the characteristics of websites that employ cryptomin-
ing. The authors studied popularity of the website, location of the websites host, and
website content as indicators of the probability that the website containing crypto-
mining software. They found that there was no strong correlation between popularity
(as measured by the websites rank on Alexa), location or content.

1.4.4.2  Legislation and policies

In 2016, the European Union (EU) Parliament announced a new legislative frame-
work for protection of user data called GDPR (General Data Protection Regulation).



It provided a two-year transition period for websites to adapt to the GDPR regula-
tion and officially came into force in March 2018. The EU GDPR affects not just
organizations within the EU, but all organizations that offers goods and services, or
monitor the activity of EU citizens. Under the terms of the EU GDPR, emphasis
has been placed on receiving user consent for collecting and processing data in clear
terms, and user rights have been expanded to include, among others, notification of
breaches, access to data, privacy, and the right to be forgotten. Violators of the GDPR
terms are penalized according to a tiered framework, where the maximum penalties
imposed are 4% of annual turnover or 20 million Euros.

Varying opinions about the impact of GDPR on blockchain have arisen. In a re-
cent whitepaper [80], IBM highlighted how blockchain can be utilized to assist in
the five major GDPR areas: Rights of EU Data Subjects, Security of Processing,
Lawtfulness and Consent, Accountability of Compliance, and Data Protection by De-
sign and by Default. However, others point to the potential for GDPR to disrupt the
fundamental tenets of blockchain. Blockchain, and by association, cryptocurrency
mining in general is based on the general concepts of transparency and immutability.
Researchers have pointed out several arguments that threaten the operational mech-
anisms of blockchain: are encryption keys considered as personal data? [76]. Also,
resolving questions about accountability in the event of breaches is a complex pro-
cess [29]. GDPR might thus serve to mitigate the impact of cryptojacking operations
by limiting the stealthy modes in which the computational resources of unsuspecting
users of websites, apps and loT devices are leveraged for cryptojacking.

In [8], the authors presents a detailed treatment of cryptocurrency legislation in
various countries around the world. The work in [36] presents ideas for creating
regulatory instruments that do not stifle the potential for innovation achievable with
cryptocurrencies and are able to prevent the use of cryptocurrencies as vehicles for
criminal activities. The financial technology sector is uniquely positioned to offer
solutions and platforms for cryptocurrency. Initial Coin Offerings (ICOs) for various
kinds of cryptocurrencies have surpassed the $20 billion mark and have emerged as
a significant source of fundraising in cryptocurrencies. An interesting primer con-
cerning the role of ICOs in fintech, IT and enterprises and domestic and foreign
regulations for ICOs is presented in [41].

1.5 Future Directions

As we ponder the road ahead for cryptocurrencies, we will see that cryptocurren-
cies are beginning to gain wider acceptance across various domains in government,
banking, electronic commerce and other sectors. It remains to see how the increased
exposure will attract diverse challenges. This chapter explored threats to cryptocur-
rency mining offered by botnets, the challenge of in-browser mining as both utility
and nuisance and countermeasures to these challenges. Other such challenges lie
along the spectrum of user expertise in cryptocurrency trade. At one end of this spec-
trum, lies the botnet black market that has created avenues for unpoliced creation,
usage and evolution of botnets. At the other end of the spectrum, lies the lay user



who is using cryptocurrency for trading but is unaware of the numerous ways that
her devices are being used to aid in the operation of botnets.

The distributed nature of cryptomining raises several questions that are inter-
twined in the legal, fintech and social spheres. While many countries around the
world have warmed up to the idea of cryptocurrencies, some countries deem cryp-
tocurrencies illegal. These countries include China, Bolivia, Columbia, Ecuador,
Russia, Vietnam and Russia, among others. In the countries where cryptocurrencies
are legal, differing laws exist on the mining and use of cryptocurrencies for trading
for goods and services. The need for more energy-efficient mining operations will
also be a significant factor in the development of mining regulations and the devel-
opment of newer protocols such as Proof-of-Stake (PoS), as opposed to the PoW
algorithms that are energy-intensive. Regulations surrounding cryptocurrencies will
have to account for the diversity of coins, an issue that does not affect fiat currencies
since for the most part, currencies in countries are homogeneous. Regulations will
also have to consider the anonymity championed by cryptocurrencies which serve to
empower mining and trading entities yet create massive incentives for engaging in
criminal activities such as those found on the dark web.

Finally, the perception of cryptocurrencies plays a role in its adoption. The bit-
coin PoW requires user buy-in, and while recent literature has studied challenges to
adoption and growth of cryptocurrencies, scant research exists on the public percep-
tion of its viability as an alternative to cryptocurrencies. The initial findings of the
Cryptoasset Sentiment Survey |79] show that the public is aware of cryptocurrencies,
but the operational details are elusive. Other research on perceptions of cryptocur-
rency have been documented in [53] and [9]. The threats posed by malware such
as botnets only serves to fuel the confusion surrounding cryptocurrencies and could
turn into a major impediment to widespread adoption.
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